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Disclaimer

Copyright 2016 iWelcome BV. All rights reserved.

The information in this presentation is provided ‘as is’ for information purposes only. It does not constitute advice on which you 

should rely. 

This presentation does not constitute an offer to provide any software or services. All third party trademarks, product names, 

company names and logos appearing in this document are the property of their respective owners, which are in no way 

associated or affiliated with iWelcome BV.  These trademarks, product names, company names and logos have been used for 

information purposes only.
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Sharing Data on the Web
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Classic Web 1.0 Model

disclose

site that consumes
personal information
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Classic Web 1.0 Model

o Provisioning user data
by hand

o Provisioning it by value
o Oversharing
o Lying!
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Web 2.0 dark ages for some apps

o “password anti-pattern” - 3rd party impersonates the user
o It’s a honeypot for shared secrets
o B2B partners are in the “gray market”

Credit: Eve Maler, ForgeRock Inc.
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OAuth 1.0/1.0a
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OAuth 1.0/1.0a

o Meaningless consent to unfavorable terms
o Painful, inconsistent, and messy access management
o Oblivious

oversharing

Credit: Eve Maler, ForgeRock Inc.
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OAuth 2.0
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OAuth 2.0

o …but again we have
distributed and 
hard-to-follow 
management of 
security and 
privacy settings
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Application Permissions (1)
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Application Permissions (2)
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MyPermissions.ORG
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Party-to-Party Data Sharing

Credit: Eve Maler, ForgeRock Inc.
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We can use private URLs…

o Handy but insecure
o Unsuitable for really

sensitive data

Credit: Eve Maler, ForgeRock Inc.
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…or we can require impersonation...

Credit: Eve Maler, ForgeRock Inc.
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…or maybe...

o …we can implement
a proprietary access
management system
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Killing – or even wounding – the password kills impersonation

Credit: Eve Maler, ForgeRock Inc.
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IoT also needs authorization

“In 2016, 5.5 million new things will get connected every day.” 
– Gartner Announcement, November 2015
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Classic Web 1.0 Model

disclose

site that consumes
personal information
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Terms and Conditions (1)

Source: ”Terms and Conditions May Apply”, 2013 – http://tacma.net
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Terms and Conditions (2)

Source: http://techland.time.com/2012/03/06/youd-need-76-work-days-to-read-all-your-privacy-policies-each-year/
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Terms and Conditions = Biggest Lie of Our Industry (1)

Source: http://techcrunch.com/2015/08/21/agree-to-disagree/
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Terms and Conditions = Biggest Lie of Our Industry (2)

“If your business model relies on:
o Misleading your users about your true intentions;
o Obfuscating how much of their data you are sucking up;
o Being as opaque as possible about what you are doing with 

that data;
o Equivocating on the question of who/what you are selling

the data to/sharing it with;

Source: http://techcrunch.com/2015/08/21/agree-to-disagree/
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Terms and Conditions = Biggest Lie of Our Industry (3)

…continued:

o Intentionally failing to articulate how you are data-mining
service usage and user data;

o Not being at all clear about who gets access to the ‘insights’ 
you derive from service usage and user data — thereby
allowing yourself to claim you don’t “sell” any user data

Then you are operating on borrowed time.”

Source: http://techcrunch.com/2015/08/21/agree-to-disagree/
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Users and Privacy

„[...] the other biggest lie in the tech industry is that users don’t
care about privacy.”

Source: http://techcrunch.com/2015/08/21/agree-to-disagree/
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Privacy >> Convenience (1)

Source: Top health industry issues of 15: Outlines of a market emerge - PwC report, Dec 2014
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Privacy >> Convenience (2)

...same principle applies to virtually any other kind of

personal data...

Source: http://techcrunch.com/2015/08/21/agree-to-disagree/
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Privacy = Secrecy?

Source: http://ascom-nuoro.todosmart.net/images/ths-privacy.png
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Privacy = Selective Sharing!
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Privacy is not about secrecy

“The goal of a flexible, user-centric identity 
management infrastructure must be to allow the 
user to quickly determine what information will be 
revealed to which parties and for what purposes, 
how trustworthy those parties are and how they will 
handle the information, and what the consequences 
of sharing their information will be”

– Ann Cavoukian, Ontario Information and Privacy
Commissioner, Privacy in the Clouds paper

It’s about context, control, choice, and respect
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Customers with IDs in digital world need Consent 2.0 solutions

Context The right moment to make the decision to share

Control The ability to share just the right amount

Choice The true ability to say no and to change one’s mind

Respect Regard for one’s wishes and preferences

Credit: Eve Maler, ForgeRock Inc.
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UMA to the rescue!
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UMA in a nutshell

User-Managed Access (UMA) is a profile of OAuth 2.0. UMA 
defines how resource owners can control protected-

resource access by clients operated by arbitrary requesting 

parties, where the resources reside on any number of 
resource servers, and where a centralized authorization 

server governs access based on resource owner policies.
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UMA Architecture

Resource Server is a 
Web application

Client is a Web/mobile 
application
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User-Managed Access (UMA)
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Interoperable, RESTful authorization-as-a-service

“authz	
provider”
(AzP)

“authz	
relying	
party”
(AzRP)

identity	
provider
(IdP)

SSO	relying	
party
(RP)

Credit: Eve Maler, ForgeRock Inc.
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Example policy types suitable for UMA

o Share with bob@gmail.com
o OK to read but “do not print”
o Only for those > 18 years old
o If member of ACME University
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Under the hood, it’s “OAuth++”

Loosely coupled to enable
an AS to onboard multiple 
RS’s, residing in any security 
domains

This concept is new, to 
enable party-to-party sharing 
driven by RO policy vs. run-
time consent
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Under the hood, it’s “OAuth++”

The RPT is the main “access 
token” and (by default – it’s 
profilable) is associated with 
time-limited, scoped 
permissions

The RPT is a tuple of these 
four entities; it may potentially 
span ROs because the C or 
RqP should not know which 
RO controls which resource.

Credit: Eve Maler, ForgeRock Inc.
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Under the hood, it’s “OAuth++”

• Resource registration endpoint
• Permission registration endpoint
• Token introspection endpoint

The PAT protects the API 
and binds the RO, RS, and 
AS

Credit: Eve Maler, ForgeRock Inc.
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UMA authorization API for the Client

• RPT endpoint

The AAT protects the API 
and binds the RqP, client, 
and AS

The client may be told: 
“need_info”, necessitating trust 
elevation for authentication or 
CBAC (or, through extension, 
ABAC)

Credit: Eve Maler, ForgeRock Inc.
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Embedded OAuth flows to protect UMA security APIs

o The PAT and AAT are names for plain old OAuth tokens 
– representing important UMA concepts!
− PAT = Alice’s consent to federate authorization
uma_protection OAuth scope

− AAT = Bob’s consent to share claims to get access
uma_authorization OAuth scope
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UMA SUMMARISED

o It’s a protocol for lightweight access control
o It’s a profile and application of OAuth2
o It’s a set of authorization, privacy, and consent APIs
o But also… it’s a Kantara Initiative Work Group
o And it’s already made up of two recommendations 

(standards)
− V1.0
− V1.0.1

o Under further development towards V2.0(?)
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Technical – UMA specifications

o User-Managed Access (UMA) specifications
− UMA V1.0 - April 2015
−OAuth 2.0 Resource Set Registration - April 2015
− UMA V1.0.1 – December 2015
−OAuth 2.0 Resource Set Registration - December 2015

o UMA Claims-Gathering Extension for Enhanced Security –
March 2016
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Upcoming UMA changes (1)

o UMA is being under further development
− but existing V1.0.1 is already ready for deployment!

o Alignment with OAuth 2.0 and OIDC protocols
− to simplify adding UMA in existing OAuth/OIDC deployments

o Incorportation of ticket rotation
− adopted from UMA Sec Ext (lessons from OAuth 1.0a)

o Syntactical changes
o Serving more use cases: wide vs narrow ecosystem, IoT (see 

IETF ACE WG)
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Upcoming UMA changes (2)

o UMA WG also works further on (possibly) breaking changes
− aiming for V2.0

o These potential changes (not yet approved) include:
− Removal of AAT
− Removal of RPT endpoint
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UMA Deep Dive and Details

o Need more information on UMA?
− reach out to me after this talk
−…or during the breakout sessions!

o Real working implementation of the UMA protocol:
− “Transcript of Records Sharing Scenario” 

o Sign-up for the UMA WG at Kantara Initiative
− ...and follow @UMAWG on Twitter!



Thank you for your attention!


