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Disclaimer

Copyright 2016 iWelcome BV. All rights reserved.

The information in this presentation is provided ‘as is' for information purposes only. It does not constitute advice on which you

should rely.

This presentation does not constitute an offer to provide any software or services. All third party trademarks, product names,
company names and logos appearing in this document are the property of their respective owners, which are in no way
associated or affiliated with iWelcome BV. These trademarks, product names, company names and logos have been used for

information purposes only.
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Sharing Data on the Web
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Classic Web |.0 Model

site that consumes
personal information
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Classic Web |.0 Model

P . . Name
O rovisioning user data et Akhaee
by hand

City

o Provisioning it by value |state Enter Text v

, Zip/Postal '

o Oversharing e

O I_>/i ng! Cwnw Enter Text v
Phone
Email
Preferred Upload Photos to: New Photo Album
Communicatit

Select photos to upload Clear All ] [ Cancel |

No file chosen
No file chosen
No file chosen
No file chosen
No file chosen

Start Upload

5 | © iWelcome BV 2016 | MyData 2016, Helsinki, Finland 0welcome



Web 2.0 dark ages for some apps

o “password anti-pattern” - 3rd party impersonates the user
o It's a honeypot for shared secrets

o B2B partners are in the “gray market”

00O / » Mint: Money Manager, Bill Pay x '\ ‘ Maciej

* €™M e 48 -065

C' @ INTUIT INC. [US] https://www.mint.com

nfurk

THAT HORIZON MIGHT BE CLOSER
THAN YOU THINK.

We’'ll help you get there by managing money and budgets better every day.

& SIGN UP FREE

Credit: Eve Maler, ForgeRock Inc.
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OAuth 1.0/1.0a

server

client
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OAuth 1.0/1.0a

o Meaningless consent to unfavorable terms

o Painful, inconsistent, and messy access management

o Oblivious

Twitter / Authorize an application "

Twitter / Authorize an application

oversharing

Authorize Me
your accouni

This application will be at
« Read Tweets from your
« See who you follow, an
« Update your profile.
« Post Tweets for you.
« Access your direct mes

Authorize app

This application will not b
« See your Twitter passw

You can revoke access to al
By authorizing an applicatiol
usage information will be sh

Credit: Eve Maler, ForgeRock Inc.
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Cwitten

An application would like to connect to your
account

The application KanyeAnalysis™ by imma-let-u-finish would like the
ability to access and update your data on Twitter. This application also
plans to murder all of your children.

Allow KanyeAnalysis™ to murder
your children?

0 welcome



OAuth 2.0

@ authz

resource
server

% server
client
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OAuth 2.0

O ...but again we have
. ' acel ue r Permission - — —rr
distributed and ) Fcebook | Resues b e Crn S

& Facebook, Inc. [US]| https://www.facebook.com/connect/uiserver.php?api_key=106704842721029&display=popu|

h ard —to —f-o | | ow f Request for Permission

m an a ge m e n‘t Of Smart Gallery is requesting permission to do the following:

‘ Access my basic information

secy rity and e iy othes oo Tot e with cveryone.
Send me email

' ' Smart Gallery may email me directly at maciej.machulak@gmail.com
privacy settings Change

r‘- Access my photos and videos
1 Photos Uploaded by Me and Photos and Videos of Me

Access my friends' information
Photos

Report Application

Logged in as Maciej Machulak (Not You?) m
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Application Permissions (1)
00 /" [Ed App Settings x R M

&« =>C ‘ 5 https://www.facebook.com/settings/?tab=applications i\j‘ CEg /A4 -~-06 =
'i Search Facebook Q BN Maciej v Home 20+
& General App Settings
71 Security
Logged in with Facebook 1 Logged in Anonymously Search Apps

12 Privacy
ID Timeline and Tagging
(-] Blocking On Facebook, your name, profile picture, cover photo, gender, networks, username, and user id are always publicly available to both
@ L people and apps. Learn why. Apps also have access to your friends list and any information you choose to make public.

anguage

Allfiled A Animoto

4\ Friends , & Only Me

e Notifications Airbnb
a Only Me
Mobile
Followers
> Bing
4% Friends
# Apps

I3 Ads

Payments
@ Support Inbox

. . '.
£ Videos Developer Duedil Graph API Explorer
4% Friends & Only Me & Only Me

Cloud Foundry
a Only Me

Bitly
4% Friends

Connect.Me
4\ Friends

Connect Java SDK ...
4\ Friends

Connect Java SDK ...
4% Friends

iPhoto
4\ Friends

Janrain KuppingerCole
4\ Friends ANAY e s &\ Friends

® Chat (22) @ %
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Application Permissions (2)

L N 39 Twitter / Settings x R Maciej
€ - C O Twitter, Inc. [US] https://twitter.com/settings/applications 7 ik‘ E 3 /5 +-00

0 Home ’ Notifications ’v‘ Messages L 4 Search Twitter Q .

Applications
These are the apps that can access your Twitter account. Learn more.

You will need to generate a temporary password to log in to your Twitter account on other
devices and apps. Learn more.

Facebook Connect Connect to Facebook
Post Tweets to your Facebook profile or page.

Maciej Machulak

@mmachulak

Account Having trouble? Learn more.
Security and privacy 0S X by Apple®
OS X Twitter integration ERvokoaces
Password L I integrati .
Permissions: read and write
Cards and shipping Approved: Thursday, May 28, 2015 at 11:29:26 AM
Order history Meshfire by Meshfire Revoke access
) Manage your Twitter community with A.l. superpowers.
Mobile . Permissions: read, write, and direct messages

Approved: Saturday, June 22, 2013 at 6:42:13 PM
Email notifications oo i
Google by Google Inc
Google Google/Twitter integration.
Permissions: read and write
Approved: Sunday, January 29, 2012 at 11:28:31 PM

Web notifications Revoke access

Find friends

Vv ¥V ¥V ¥V ¥V VvV V V VvV Vv

Muted accounts

i NuveAM Demo by Cloud Identity Limited i |
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MyPerm|SS|onS ORG

/ @MyPermlsswns org - Scan = X \ MaciejJ

& = C [ https://mypermissions.org i?‘ Cg e / B 81 4= Q =

MyPermissions

Protect Your Personal Information

Get alerts when apps and websites gain access to your info )
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Party-to-Party Data Sharing

Vancouver, WA, September 2014

Sep 24 - 26, 2014 / Vancouver, WA

Here Comes the Sun choreo [
File Edit View Insert Format Tools Table Add-ons Help Lastedit was made on August 19, 201

= o ~ P 100% - Title Trebuchet... ~ B 7 U A- co H

1 = 2

Flickr has partnered with
Snapfish to bring you
international printing! You can
now use your Flickr photos to
make prints, create posters,
photo books and more from
anywhere in the world.

Credit: Eve Maler, Forge

Don't forget to make sure that you have all the necessary rights and you won't be infringing on any third parties
with any content that you license on Flickr. As per our Community Guidelines, accounts are intended for
members to share content that they themselves have created.
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We can use private URLs...

o Handy but insecure

o Unsurtable for really

sensitive data

This video is unlisted. Only those with the link can see it. Learn more

Credit: Eve Maler, ForgeRock Inc.
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...Or we can require impersonation...

Import Fidelity Tax Information Into
TurboTax®

If you are a Fidelity customer and use TurboTax®, you may be able to

import certain information directly from your account into the software.
Here's how.

How to import your information

Once you receive your 1099 statement by mail or through eDelivery, have it available to
verify the imported information. Follow these simple steps:

1. Enter your Social Security number (SSN), taxpayer identification number (TIN), or
username, and then your password. When asked where to import information from,
select Fidelity Investments and enter the same information that you use to log on to

Fidelity.com. Then, the tax information available for each of the accounts associated with
your SSN should appear.

Credit: Eve Maler, ForgeRock Inc.
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...Or maybe...

O ...we can Implement
a proprietary access

Mmanagement system

|7 | ©iWelcome BV 2016 | MyData 2016, Helsinki, Finland

Add more

Please us

Sharing settings

Link to share (only accessible by collaborators)

https://docs.google.com/document/d/10D2zP-ecV2i_jN_GPg4pnSM714q51GsgONWa3l

Share link via: M @ n ,

Who has access

= Specific people can access Change...

Maciej Machulak (you)
maciej.machulak@gmail.com

Anna Machulak :
Can edit ~
anna.machulak@gmail.com X

Is owner

Is owner

Marcin Michalski
marcin.mich@gmail.com v Can edit

b o P

. Can comment
Invite people:

. Can view
Enter names or email addresses...

Owner settings Learn more
Prevent editors from changing access and adding new people

Disable options to download, print, and copy for commenters and viewers

0 welcome




Killing — or even wounding — the password kills impersonation

=

Google’s Trust API: Bve-
biometrics?

\ Get building

Beta SDK available ;

€ nymi

your personal security

Credit: Eve Maler, ForgeRock Inc.
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loT also needs authorization

“In 2016, 5.5 million new things will get connected every day.”
— Gartner Announcement, November 2015
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Classic Web |.0 Model

site that consumes
personal information
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Terms and Conditions (2)

NEWS

You’d Need 76 Work Days to Read All Your
Privacy Policies Each Year

By Keith Wagstaff @kwagstaff ' March 06, 2012

G+ < 94 m 155 Pin it Read Later

The problem with privacy on the Internet isn’t so Jose Luis Pelaez Inc / Getty Images

i ies don't provide privacy

Source: http://techland.time.com/2012/03/06/youd-need-76-work-days-to-read-all-your-privacy-policies-each-year/
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Terms and Conditions = Biggest Lie of Our Industry (1)

oo e 'ETerms And Conditions Are X Maciej ‘

> "Dtechcrunch.com/2015/08/21/agree—to—disagree/ i?\ E 3@/ A4+~ 0 6
@ My Site @] Reader

News Video Events CrunchBase Search ‘q

=
Terms And Conditions Are The Biggest Lie Of Our

Industry

Posted Aug 21, 2015 by Natasha Lomas (@riptari), Romain Dillet (@romaindillet)

1,113 +
el N £ W ]in|3 || s

l’é'.
3 oty -2
-\ PRODUCED /™
SXy W
NS

q"c\gﬁ/

R

is made the L.M‘.Jl day of
g

\_/_\_‘/\/\—/

One thousand

Source: http://techcrunch.com/2015/08/2 | /agree-to-disagree/
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Terms and Conditions = Biggest Lie of Our Industry (2)

“If your business model relies on:
o Misleading your users about your true intentions;
o Obfuscating how much of their data you are sucking up;

o Being as opaque as possible about what you are doing with
that data;

o Equivocating on the question of who/what you are selling

the data to/sharing it with;

Source: http://techcrunch.com/2015/08/2 | /agree-to-disagree/
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Terms and Conditions = Biggest Lie of Our Industry (3)

...continued:

o Intentionally failing to articulate how you are data-mining

service usage and user data;

o Not being at all clear about who gets access to the ‘insights’
you derive from service usage and user data — thereby
allowing yourself to claim you don't “sell” any user data

Then you are operating on borrowed time."

Source: http://techcrunch.com/2015/08/2 | /agree-to-disagree/
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Users and Privacy

,[..] the other biggest lie in the tech industry is that users don't
care about privacy.”

Source: http://techcrunch.com/2015/08/2 | /agree-to-disagree/
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Privacy >> Convenience (1)

Drug prescriptions

" Privacy
B Convenience Medical tests

Doctor's notes

Source: Top health industry issues of |5: Outlines of a market emerge - PwC report, Dec 2014
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Privacy >> Convenience (2)

..same principle applies to virtually any other kind of

personal data..

Source: http://techcrunch.com/2015/08/2 | /agree-to-disagree/
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Privacy = Secrecy!?

Privacy

Source: http://ascom-nuoro.todosmart.net/images/ths-privacy.png
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Privacy = Selective Sharing!

General Policies for Patient - 1

Anonymized Analytics Requests

Data Category Access Decision
Medical Record m (2]
Dietary & Physical Sensor Data m )

Psychological Data (2]
Personalized Analytics Requests

Exceptional Policies

Anonymized Analytics Requests from Organization - 1

Personalized Analytics Requests from Organization - 1
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Privacy I1s not about secrecy

“The goal of a flexible, user-centric identity
management infrastructure must be to allow the
user to quickly determine what information will be
revealed to which parties and for what purposes,
how trustworthy those parties are and how they will
handle the information, and what the consequences
of sharing their information will be”

— Ann Cavoukian, Ontario Information and Privacy
Commissioner, Privacy in the Clouds paper

t's about context, control, choice, and respect
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Customers with IDs in digital world need Consent 2.0 solutions

Context The right moment to make the decision to share
Control The ability to share just the right amount

Choice The true ability to say no and to change one's mind

Respect Regard for one's wishes and preferences
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UMA to the rescue!
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UMA In a nutshell

User-Managed Access (UMA) is a profile of OAuth 2.0. UMA
defines how resource owhners can control protected-
resource access by clients operated by arbitrary requesting
parties, where the resources reside on any number of
resource servers, and where a centralized authorization

server governs access based on resource owner policies.
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UMA Architecture

esource
owner

manage consent

Resource Server is a
Web application

¢

negotiate (que.st' n g

party

resource
server

authorize

access manage

Client is a Web/mobile
application
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OAuth 2.0

@ authz

resource
server

% server
client
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User-Managed Access (UMA)

resource
server

client

UMA
authz server
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Interoperable, RESTful authorization-as-a-service
-4

1\ |

SSO relying

party
(RP)

Credit: Eve Maler,

resource
owner

manage
“authz “authz
;e;‘r’t'c,‘? provider”
(AzRP) el
»
O
{5/
N
S
authorize
identity
provider
(1dP)
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©

negotiate requesting

party

manage
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Example policy types suitable for UMA

o Share with

o OKto read but “do not print”

o Only for those > |8 years old

o If member of ACME University
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Under the hood, it's "OAuth++"

RO

resource
owner

Loosely coupled to enable
an AS to onboard multiple

This concept is new, to
enable party-to-party sharing

RS's, residing in any security asynchronou driven by RO policy vs. run-
domains ,Consent by R time consent
— drives RqP's ace.
PAT through data

protection associated with RP7

API token

RqP

requesting
party

resource
server

authorization
API

AAT

authorization
API token

requesting
party token
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Under the hood,

RS

resource
server

it's “OAuth++"

RO

resource
owner
asynchronous
consent by RO
drives RqP's access
PAT through data

protection associated with RPT
API token

protection
API

..

AS

& RPT '
/ requesting
The RPT is the main “access party token

token” and (by default — it's
profilable) is associated with
time-limited, scoped
permissions

Credit: Eve Maler, ForgeRock\hc.\
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: )

authorization

API

AAT

authorization
API token

ﬂqP\

requesting
party

The RPT is a tuple of these
four entities; it may potentially
span ROs because the C or
RgP should not know which
RO controls which resource.

NS
0 welcome



Under the hood, it's “OAuth++"

@

RO

resource
owner

The PAT protects the API
and binds the RO, RS, and
AS

_y11Chronuvus
consent by RO
drives RqP's access

through data
associated with RPT

PAT

protection
API token

RS

resource
server

RqP

requesting
party

authorization
API

AAT

authorization
API token

o

* Resource registration endpoint
* Permission registration endpoint
* Token introspection endpoint

raniiactinn

Credit: Eve Maler, ForgeRock Inc.
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UMA authorization APl for the Client

The AAT protects the AP
and binds the RgF client,
and AS

RO

resource
owner

asynchronous

consent by RO
drives RqP's access
PAT through data
protection associated with RPT.

API token

RS RqP
resource requesting
server party

RPT

requesting
party token

authorization The client may be told:

API token “need_info”, necessitating trust
o elevation for authentication or
* RPT endpoint C CBAC (or, through extension,

, 1 . ABAQ)
client }/ NG
/
Credit: Eve Maler, ForgeRock Inc.
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Embedded OAuth flows to protect UMA security APls

o The PAT and AAT are names for plain old OAuth tokens
— representing important UMA concepts!

— PAT = Alice’s consent to federate authorization
uma_ protection OAuth scope

— AAT = Bob's consent to share claims to get access

uma_authorization OAuth scope
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UMA SUMMARISED

o It's a protocol for lightweight access control

o It's a profile and application of OAuth?2

o It's a set of authonization, privacy, and consent APIs
o Butalso... it's a Kantara Initiative Work Group

o And it's already made up of two recommendations
(standards)
- VI.0
— VI1.0.1

o Under further development towards V2.0(?)
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Technical - UMA specifications

o User-Managed Access (UMA) specifications
— UMAVI.0 - April 2015
— OAuth 2.0 Resource Set Registration - April 2015
— UMA VI.0.] — December 2015
— OAuth 2.0 Resource Set Registration - December 2015

o UMA Claims-Gathering Extension for Enhanced Security —
March 2016
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Upcoming UMA changes (1)

o UMA is being under further development

— but existing V1.0.1 is already ready for deployment!
o Alignment with OAuth 2.0 and OIDC protocols

— to simplify adding UMA in existing OAuth/OIDC deployments
o Incorportation of ticket rotation

— adopted from UMA Sec Ext (lessons from OAuth |.0a)

o Syntactical changes

o Serving more use cases: wide vs narrow ecosystem, loT (see
IETF ACE WG)
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Upcoming UMA changes (2)

o UMA WG also works further on (possibly) breaking changes
— aiming for V2.0
o These potential changes (not yet approved) include:

— Removal of AAT
— Removal of RPT endpoint
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UMA Deep Dive and Detalls

o Need more information on UMA!?
— reach out to me after this talk
— ...or during the breakout sessions!
o Real working implementation of the UMA protocol:
— “Transcript of Records Sharing Scenario”™
o Sign-up for the UMA WG at Kantara Initiative
— ..and follow @QUMAWG on Twitter!
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0welcome

Thank you for your attention!



